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Introduction

For most unsuccessful administrative plaintiffs, losing on appeal is
the end of a long and arduous ordeal.! For John Doe, however, the
decision of the administrative agency denying his claim for work-re-
lated health benefits was only the beginning of his troubles.? Like a
number of Peace Corps Volunteers sent abroad,> Doe contracted a

1 In comparison to the tens of millions of cases that federal administrative agencies adju-
dicate each year, see, e.g., Cynthia R. Farina, Statutory Interpretation and the Balance of Power in
the Administrative State, 89 CoLum. L. REv. 452, 503 n.221 (1989), all Article III courts com-
bined heard fewer than 400,000 cases in 2006, only a fraction of which involved appeals of ad-
ministrative agencies’ decisions, see ApmIN. OfrricE oF THE U.S. Courts, 2006 ANNUAL
RerorT OF THE DIRECTOR: JUDICIAL BUsiNEss oF THE UNITED StAaTES CourTs 13-28 (2007),
available at http://www.uscourts.gov/judbus2006/completejudicialbusiness.pdf. In 2004, for ex-
ample, individuals seeking benefits under the Federal Employees’ Compensation Act filed
162,965 administrative claims with the Office of Workers Compensation Programs (the same
agency and statute involved in John Doe’s lawsuit), see OFFICE OF WORKERS’ CoMP. PROGRAMS,
U.S. DEP’'T OF LABOR, ANNUAL REPORT TO CONGRESs FY2004, at 13 (2007), available at http://
www.dol.gov/esa/aboutesa/04owcpmx.pdf, but only a very small number of these claims have
been or will be reviewed in federal courts.

2 See Doe v. U.S. Dep’t of Labor, 451 F. Supp. 2d 156, 161 (D.D.C. 2006), vacated on
other grounds, Order at 1, No. 05 Civ. 2449 (D.D.C. Mar. 22, 2007). Because his civil action
centered on an allegedly wrongful dissemination of personal information about him, Doe
brought suit under an alias, see id. at 156 n.1; the court’s opinion does not reveal the nature of his
illness or where he was serving at the time, see id. at 161.

3 According to the most recent available official survey of Peace Corps Volunteers’ ser-
vice-related health issues, conducted by the General Accounting Office in 1991, between ten and
thirty percent of all Volunteers experienced medical problems in connection with their service in
the Peace Corps. See U.S. GEN. AccOUNTING OFFICE, PEACE Corps: LONG-NEEDED IMPROVE-
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disease during his service overseas.* Although he sought and received
treatment for his condition, the ailment resurfaced two years later
while he was employed by a different federal government entity.’
This time, however, his request for health benefits was denied by the
U.S. Department of Labor’s Office of Workers’ Compensation Pro-
grams (“OWCP”).¢ Doe appealed the OWCP’s decision, but it was
upheld by the Employee Compensation Appeals Board (“ECAB”).”
The ECAB mailed Doe a copy of its decision and retained a copy in
its own files, which are officially open to public inspection.®

As far as Doe was concerned, the matter was closed.® What Doe
did not expect was that the ECAB’s opinion denying his claim would
be posted on the Internet for the “‘world’ to see.”'® Five years after
the decision was issued, Doe discovered that the decision—complete
with his name and private medical history—was available on the De-
partment of Labor’s public Web site, Westlaw, and other subscription
services.!!

After the ECAB denied his repeated requests to remove his deci-
sion from its Web site, Doe brought suit against the Department of
Labor under the Privacy Act of 1974.12 Designed as the counterpart
to the Freedom of Information Act (“FOIA”),"? the Privacy Act pro-

MENTS TO VOLUNTEERS’ HEALTH CARE SYSTEM 3 (1991), available at http://archive.gao.gov/
d20t9/144319.pdf.

4 Doe, 451 F. Supp. 2d at 161.

5 Id.

6 Id. The OWCP oversees such claims by former Peace Corps Volunteers. See id.

7 See id.; Defendants’ Motion to Dismiss or, in the Alternative, for Summary Judgment at
3, Doe, 451 F. Supp. 2d 156 (No. 05 Civ. 2449).

8 Doe, 451 F. Supp. 2d at 161.

9 See Memorandum of Points and Authorities in Opposition to Defendants’ Motion to
Dismiss or, in the Alternative, for Summary Judgment at 5, Doe, 451 F. Supp. 2d 156 (No. 05
Civ. 2449).

10 See id. Two weeks before Doe’s ECAB decision was issued in 2002, and two years
before Doe discovered his ECAB decision online in 2004, the ECAB promulgated a “routine
use notice” indicating that its decisions are made publicly available on its Internet Web site. See
Routine Use Notice, 67 Fed. Reg. 16,815, 16,867-68 (April 8, 2002). The court expressly de-
clined to resolve the question of whether the ECAB’s published notification and the materials
sent to Doe himself satisfied the Privacy Act’s notice requirements pertaining to routine uses.
See Doe, 451 F. Supp. 2d at 172 n.16.

11 See Doe, 451 F. Supp. 2d at 161.

12 Privacy Act of 1974, Pub. L. No. 93-579, 88 Stat. 1896 (codified in part as amended at 5
U.S.C. § 552a (2006)). Doe’s complaint sought both the removal of his record from the govern-
ment’s Internet site and damages. See Doe, 451 F. Supp. 2d at 161-62.

13 5 US.C. § 552 (2006). A number of commentators have examined the intricate rela-
tionship between the Privacy Act and the FOIA in recent years. See generally Dean J. Spader,
Conflicting Values and Laws: Understanding the Paradox of the Privacy Act and the Freedom of
Information Act, 19 LEGAL Stup. F. 21 (1995) (examining the opposing values of privacy and



2008] Defining Disclosure in a Digital Age 1235

hibits federal government agencies from “disclos[ing]” certain kinds
of personally identifiable information.'* It fails, however, to define
“disclose.”'> The meaning of the term is critical for at least three rea-
sons: (1) whether a suit can be brought at all turns entirely on whether
an agency’s actions amount to disclosure;!¢ (2) an agency’s liability for
damages depends on whether the disclosure was “intentional or will-
ful”;'” and (3) the time an alleged disclosure occurs determines when
the statute of limitations begins to run.'® Without guidance from the
statute or the implementing regulations,'® courts, administrative agen-
cies, and the public are left in the dark as to whether and when agency
action violates the statute.

In the simplest cases, the absence of a definition poses no prob-
lem. Often there is no dispute that an agency’s action would amount
to a disclosure, and so the parties’ controversy concerns only whether

public access to the Privacy Act and the FOIA); Thomas M. Susman, The Privacy Act and the
Freedom of Information Act: Conflict and Resolution, 21 J. MarRsHALL L. REv. 703 (1988); Laura
Hawkins, Case Note, The Privacy Act as a Partial Repeal of the Freedom of Information Act, 10
T. MarsHALL L. Rev. 429 (1985); Susan Marble, Note, Is the Privacy Act an Exemption 3 Statute
and Whose Statute Is It Anyway?, 52 ForpaAM L. Rev. 1334, 1339 (1984) (contending that the
Privacy Act and the FOIA “operate most efficiently as independent statutory frameworks”).
Notably, although the FOIA and the Privacy Act are similar in a number of respects, see Hill v.
U.S. Air Force, 795 F.2d 1067, 1069 n.4 (D.C. Cir. 1986); Dinsio v. FBI, 445 F. Supp. 2d 305, 307
n.1 (W.D.N.Y. 2006), the coverage of the two statutes does not overlap perfectly, see Louis v.
U.S. Dep’t of Labor, 419 F.3d 970, 978 n.7 (9th Cir. 2005) (noting difference in scope of certain
provisions); David C. Boyle, Note, Proposal to Amend the United States Privacy Act to Extend Its
Protections to Foreign Nationals and Non-Resident Aliens, 22 CornELL INT’L L.J. 285, 298-301
(1989) (noting inconsistency between the FOIA, which gives rights to nonnationals, and the
Privacy Act, the protections of which seem to stop at the nation’s borders).

14 See 5 U.S.C. § 552a(b).

15 Although the Privacy Act transforms numerous common words into terms of art with
precise meaning for purposes of the Act, neither “disclose” nor “disclosure” is among them. See
id. § 552a(a) (defining not only terms such as “routine use” and “matching program” but also
words such as “maintain,” “individual,” “record,” “[f]ederal personnel,” etc., yet providing no
definition for “disclose” or “disclosure™).

16 The only provision permitting suit for a violation of the disclosure prohibition is
§ 552a(g)(1)(D), which authorizes a civil action against an agency that “fails to comply with any
other provision of this section, or any rule promulgated thereunder, in such a way as to have an
adverse effect on an individual.” Id. § 552a(g)(1)(D). To bring suit for a disclosure, a plaintiff
therefore must show that the disclosure prohibition was violated. Cf. id. § 552a(b) (prohibiting
agencies from disclosing personally identifiable records).

17 See id. § 552a(g)(4).

18 Id. § 552a(g)(5).

19 The Privacy Act charges the Office of Management and Budget (“OMB”) to “prescribe
guidelines and regulations for the use of agencies in implementing” the Act and to “provide
continuing assistance to and oversight of the implementation” of the Act. Id. § 552a(v). As
discussed below, see infra notes 44-46 and accompanying text, the regulations OMB has issued
provide little meaningful guidance about the meaning of disclosure.
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that disclosure was improper. In cases like Doe’s, however, the an-
swer is unclear. On the one hand, Doe’s ECAB decision was already
on file at the agency’s headquarters and was available for public in-
spection to anyone who requested it.2° On the other hand, publishing
the decision in electronic format for the world to see increased its
public accessibility by an immeasurable degree.?® To complicate mat-
ters, several private third party publishers had made Doe’s decision
available electronically to their subscribers.?

Cases like Doe that present difficult questions of what agency ac-
tions constitute disclosure have become increasingly prevalent in re-
cent years. This is especially true as agencies have begun to make vast
amounts of data available online.>* Courts around the country have
developed several diverging approaches to the problem,?* but none is
ultimately satisfactory. Specifically, none of the approaches applied to
date is both fully consistent with the Privacy Act’s current text and yet
able to account for the practical realities of modern agency disclosure
practices. Moreover, the few approaches that come closest to dealing
with these practical realities also involve the most difficult, fact-inten-
sive inquiries by the court and the parties, and they also open the door
to what might be termed the “third party disclosure loophole” latent
in Doe.?

20 See Doe v. U.S. Dep’t of Labor, 451 F. Supp. 2d 156, 161 (D.D.C. 2006), vacated on
other grounds, Order at 1, No. 05 Civ. 2449 (D.D.C. Mar. 22, 2007).

21 Before its Internet publication, the fact that the decision even existed apparently was
known only to the handful of individuals who participated in Doe’s administrative proceedings.
See Defendants” Show Cause Filing at 4, Doe, No. 05 Civ. 2449 (D.D.C. Sept. 29, 2006). After-
wards, however, anyone searching for Doe’s name using a major search engine would come
across the sensitive details of his private medical history. See Memorandum of Points and Au-
thorities in Opposition to Defendants’ Motion to Dismiss or, in the Alternative, for Summary
Judgment at 6, Doe, 451 F. Supp. 2d 156 (No. 05 Civ. 2449).

22 See Doe, 451 F. Supp. 2d at 161.

23 See John C. Reitz, E-Government, in AMERICAN Law IN THE 21sT CENTURY: U.S. NA-
TIONAL REPORTS TO THE XVIITH INTERNATIONAL CONGRESS OF COMPARATIVE Law 733, 734
(John C. Reitz & David S. Clark eds., 2006). In large measure, agencies are required by the
FOIA to publish a great deal of information “by computer telecommunications or . . . other
electronic means.” 5 U.S.C. § 552(a)(2). Such information must be redacted, however, “[t]o the
extent required to prevent a clearly unwarranted invasion of personal privacy,” id., and the
FOIA’s disclosure requirement is lifted entirely for information falling into one of nine enumer-
ated exceptions, see id. § 552(b), one of which exempts “personnel and medical files and similar
files the disclosure of which would constitute a clearly unwarranted invasion of personal pri-
vacy,” id. § 552(b)(6). The interplay between these provisions of the FOIA and the Privacy Act
reflects the closely interlocking nature of the two statutes and the considerable tension each Act
exerts on the other.

24 See infra Part II.

25 See infra notes 107-11 and accompanying text.
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In the end, the absence of a definition of disclosure in the Privacy
Act has led to unnecessary confusion and even conflict among federal
courts applying the Act, especially where electronic disclosure is in-
volved.?¢ This Note proposes an amendment to the Privacy Act to
resolve this problem. The proposed amendment defines “disclose” to
encompass (1) the direct transmission of a record to a recipient previ-
ously unaware of its contents (and not otherwise authorized to know
it), and (2) any action by a federal agency that substantially increases
the public accessibility of such a record. Beyond resolving the confu-
sion and conflict among the courts, the proposed definition will pro-
vide much-needed clarity and guidance to federal agencies and the
public while furthering the underlying policy goals at which the Pri-
vacy Act was aimed.

Part I outlines the current state of the law pertaining to disclosure
under the Privacy Act. After briefly setting out the historical context,
purposes, and basic structure of the Privacy Act—and its general pro-
hibition of certain disclosures of government records—Part I explores
some of the complications that make the absence of a definition of
disclosure problematic. Part II then examines and evaluates ways
courts have tried to cope with these complications, efforts which have
led to uncertainty and conflicting conclusions.

Part III sets forth the proposed definition of “disclose” under the
Privacy Act. It explains how the new definition would operate in
practice—both in ‘classic’ Privacy Act cases and in the ‘hard cases’
noted in Part II—and identifies the ways it would interact with other
provisions of the Act. Finally, Part IV assesses the costs and benefits
of the proposed amendment. It first highlights the new definition’s
key advantages—including clarity, consistency with the Act’s pur-
poses, and its minimal impact on the remainder of the statutory
framework—all of which derive from its focus on public accessibility
resulting from prior agency action. Part IV then addresses five poten-
tial challenges to the proposed definition. On balance, the proposed
definition represents a substantial step forward in achieving the Pri-

26 For a discussion of the implications of rapid technological development in government
information-handling practices that affect individual privacy, see generally Ira Bloom, Freedom
of Information Laws in the Digital Age: The Death Knell of Informational Privacy, 12 Rich. J.L.
& TEecH. 9 (2006), http://law.richmond.edu/jolt/v12i3/article9.pdf. Changes in technology have
also created difficulty in interpreting other key terms of the Privacy Act. See, e.g., Julianne M.
Sullivan, Comment, Will the Privacy Act of 1974 Still Hold Up in 2004? How Advancing Tech-
nology Has Created a Need for Change in the “System of Records” Analysis, 39 CaL. W. L. REv.
395, 403-11 (2003) (analyzing how computer technology affects other threshold definitional re-
quirements of the Act, such as “system of records”).
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vacy Act’s goals while demystifying the task courts increasingly
confront.

1. The Current Legal Landscape
A. The Privacy Act’s Disclosure Prohibition

The Privacy Act imposes a broad prohibition on the disclosure of
certain agency records that contain personally identifiable informa-
tion.?” The Act and the disclosure prohibition arose in part as a reac-
tion to the anticommunist investigations of the 1950s and ’60s, which
led many to appreciate the harm that can be inflicted by disclosing
personally identifiable records.?® Rapid developments in technology
also fueled concerns that the government’s increased reliance on cen-
tralized databases would open the door to abuses of personally identi-
fiable information.?® Additionally, the passage of the FOIA

27 See 5 U.S.C. § 552a(b).

28 See H. ComM. oN Gov’t OPERATIONS, PRivacy Act oF 1974, H.R. Rep. No. 93-1416,
at 4-10 (1974), reprinted in JoiINT ComM. ON GOV’T OPERATIONS, 94TH CONG., LEGISLATIVE
History OF THE Privacy Act ofF 1974: SOurRcE Book oN Privacy 297-303 (Comm. Print
1976) [hereinafter Source Book]. Indeed, states’ efforts (under the pretext of searching for
communist infiltrators) to compel then-disfavored groups such as the NAACP to disclose their
membership lists to the government—which would in turn make them available to the public,
thus leading to almost certain public harassment and reprisals—led the U.S. Supreme Court to
recognize and enforce a First Amendment right to anonymous association. See, e.g., Gibson v.
Fla. Legislative Investigation Comm., 372 U.S. 539, 543-46, 557-58 (1963); Bates v. City of Little
Rock, 361 U.S. 516, 523-24 (1960); NAACP v. Alabama ex rel. Patterson, 357 U.S. 449, 462-63
(1958). For more detailed treatments of the background and history of the Privacy Act, see
Richard Ehlke, The Privacy Act After a Decade, 18 J. MAarRsHALL L. Rev. 829, 829-30, 835-40
(1985); Haeji Hong, Dismantling the Private Enforcement of the Privacy Act of 1974: Doe v.
Chao, 38 AkroN L. Rev. 71, 80-83, 86-93 (2005); John F. Joyce, The Privacy Act: A Sword and
a Shield but Sometimes Neither, 99 MiL. L. REv. 113, 118-23 (1983); Frederick Z. Lodge, Note,
Damages Under the Privacy Act of 1974: Compensation and Deterrence, 52 ForRpDHAM L. REV.
611, 622-28 (1984); Lisa A. Reilly, Case Note, The Government in the Sunshine Act and the
Privacy Act, 55 Geo. WasH. L. REv. 955, 963 (1987).

Notably, however, the Privacy Act was not Congress’s first foray into the field of protecting
individuals’ privacy in the handling of federal government records. By 1840, census officials had
recognized privacy problems implicated by the government’s handling (and potential mishan-
dling) of confidential personal data it had collected, and in 1889 Congress enacted legislation
subjecting officials who improperly disclosed census information to a substantial fine. See Neil
M. Richards & Daniel J. Solove, Privacy’s Other Path: Recovering the Law of Confidentiality, 96
Geo. L.J. 123, 140 (2007).

29 See John T. Soma & Richard A. Wehmhoefer, A Legal and Technical Assessment of the
Effect of Computers on Privacy, 60 DENv. L.J. 449, 451 (1983). Congress stated this concern in
its findings contained in the Privacy Act itself. See Privacy Act of 1974, Pub. L. No. 93-579, § 2,
88 Stat. 1896, 1896 (1974) (stating that “the increasing use of computers and sophisticated infor-
mation technology, while essential to the efficient operations of the Government, has greatly
magnified the harm to individual privacy that can occur from any collection, maintenance, use,
or dissemination of personal information”); see also Savarese v. U.S. Dep’t of Health, Educ. &
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eventually led to the realization that agencies seeking to comply with
that Act might go too far, inadvertently sending sensitive, personal
information into the public domain.°

To that end, the Privacy Act was adopted in 1974 to prohibit the
disclosure of certain records containing personally identifiable infor-
mation.>' Like the FOIA, however, the Act also provides a number of
exceptions.® Specifically, the Privacy Act enumerates twelve catego-
ries of disclosure that fall outside the Act’s broad proscription.®
Other than an exemption for disclosures required by the FOIA 3 the
most important exception to the Privacy Act’s disclosure prohibition
allows disclosures for “routine use[s]” that agencies themselves de-
fine.?> In fact, subject to certain procedural and substantive limits,3¢

Welfare, 479 F. Supp. 304, 308 (N.D. Ga. 1979), aff’d sub nom. Savarese v. Harris, 620 F.2d 298
(5th Cir. 1980) (noting that “Congress had as its purpose the control of the unbridled use of
highly sophisticated and centralized information collecting technology™).

30 See Thomas v. U.S. Dep’t of Energy, 719 F.2d 342, 345-46 (10th Cir. 1983) (identifying
Congress’s concerns regarding “misuse” of sensitive information); Joyce, supra note 28, at
118-22; Ludmila Kaniuga-Golad, Comment, Federal Legislative Proposals for the Protection of
Privacy, 8 ForbaHaMm Urs. LJ. 773, 787 (1979-80); see also Cochran v. United States, 770 F.2d
949, 954-55 (11th Cir. 1985) (noting the opposite purposes of the FOIA and the Privacy Act and
implying that the Privacy Act was adopted to curb abuses of the FOIA).

31 The key provision of the Act provides that “[nJo agency shall disclose any record which
is contained in a system of records by any means of communication to any person, or to another
agency, except pursuant to a written request by, or with the prior written consent of, the individ-
ual to whom the record pertains.” 5 U.S.C. § 552a(b). The Act also requires agencies, inter alia,
to permit individuals to view their own records, see id. § 552a(d)(1), and to petition agencies to
amend their records if they believe the information contained is inaccurate, id. § 552a(d)(2).
The disclosure prohibition, however, is arguably the centerpiece of the statute. Cf. H.R. REp.
No. 93-1416, at 12 (1974), reprinted in SOURCE Book, supra note 28, at 305 (noting that the
prohibition on nonconsensual disclosure is “one of the most important, if not the most impor-
tant, provisions of the [House version of the] bill”).

32 The numerous exceptions to the Act’s disclosure prohibition have prompted extensive
criticism of the Act’s efficacy as a safeguard of individual privacy. See, e.g., HARRY HENDERSON,
PrIvACY IN THE INFORMATION AGE 60 (rev. ed. 2006); DANIEL J. SoLOVE, THE DiGiTaL PER-
soN: TECHNOLOGY AND PRIVACY IN THE INFORMATION AGE 136-37 (2004) (describing limits on
the Act’s usefulness as a safeguard of personal privacy).

33 See 5 U.S.C. § 552a(b)(1)-(12).

34 See id. § 552a(b)(2).

35 See id. § 552a(b)(3). The term “routine use” is specifically defined in the statute to
mean, “with respect to the disclosure of a record, the use of such record for a purpose which is
compatible with the purpose for which it was collected.” Id. § 552a(a)(7).

36 The Act’s drafters imposed three limits on the creation of routine uses. First, routine
uses must be published in advance in the Federal Register. Id. § 552a(e)(4)(D). Second, the
disclosing agency must separately notify individuals who provide information to the government
of the routine uses that might be made of their information. Id. § 552a(e)(3)(C). Third, such
uses must be consistent with the purpose for which the agency originally collected the informa-
tion. Id. § 552a(a)(7). The Third Circuit developed an influential interpretation of the routine

2o ¢

use exception’s “compatibility” requirement in Britt v. Naval Investigative Service, 886 F.2d 544,
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the Act’s authors envisioned that most questions about the propriety
of agency disclosures would be resolved by the agencies themselves
through the routine use provision.>’

What they evidently did not foresee, however, was the difficulty
courts, agencies, and private individuals would face in determining
what “disclosure” means. Beyond the difficulty this creates for agen-
cies, which need to know whether to promulgate a routine use notice
before they disseminate information, the omission is problematic for
three additional reasons. First, whether a plaintiff has a cause of ac-
tion at all depends on whether agency action amounts to disclosure.
Second, whether a plaintiff can seek damages for that action depends
on whether the violating disclosure was “intentional or willful.”3
Third, when the statute of limitations begins to run turns on which
actions transformed an agency’s information-handling procedures into

548-49 (3d Cir. 1989). The Britt formulation is not the only available rubric, however. Cf. John
W. Finger, Note, Narrowing the “Routine Use” Exemption to the Privacy Act of 1974, 14 U.
Mich. J.L. REForm 126, 128 (1980) (proposing a balancing test to assess which routine uses
satisfy the Privacy Act’s routine use exemption that differs from the test established in Brift and
followed in several circuits).

37 As the Privacy Act’s legislative history reveals, the Act’s drafters did not seek to curtail
agency disclosures categorically—as doing so would effect a repeal of much of the FOIA—but
rather intended that authorized disclosures be limited to appropriate purposes and made known
to affected persons in advance. See H.R. Rep. No. 93-1416, at 13 (1974), reprinted in SOURCE
Book, supra note 28, at 306 (noting that “[tjhe Committee does not desire that agencies cease
making individually-identifiable records open to the public, including the press, for inspection
and copying. On the contrary, it believes that the public interest requires the disclosure of some
personal information. . . . The Committee merely intends that agencies consider the disclosure
of this type of information on a category-by-category basis and allow by published rule only
those disclosures which would not violate the spirit of the Freedom of Information Act by consti-
tuting ‘clearly unwarranted invasions of personal privacy.’”).

38 See 5 U.S.C. § 552a(b); see also supra note 16 (discussing § 552a(b) in relation to
§ 552a(g)(1)(D), which authorizes civil suits). In Scarborough v. Harvey, for instance, the plain-
tiffs’ claim alleging Privacy Act violations turned critically on the meaning of disclosure under
the Act, and specifically on whether a disclosure can occur when the information was already
publicly available. See 493 F. Supp. 2d 1, 16 n.29 (D.D.C. 2007). In that case, which is still
ongoing, the plaintiffs sought damages of $36 million, asserting that various alleged disclosures
by several government agencies of records containing false information caused grave harm to the
plaintiffs’ business reputation and the loss of valuable business opportunities. See Amended
Complaint at 20, Scarborough, 493 F. Supp. 2d 1 (No. 05 Civ. 1427). The court held that the
prior public availability of the document did not, as the defendants argued, preclude a finding
that a disclosure had occurred. See Scarborough, 493 F. Supp. 2d at 16 n.29.

39 See 5 US.C. § 552a(g)(4). Notably, “the words ‘intentional’ and ‘willful’ in § 552a(g)(4)
do not have their vernacular meanings,” but “instead . . . are terms of art,” which “set a standard
that is ‘somewhat greater than gross negligence.”” White v. Office of Pers. Mgmt., 840 F.2d 85,
87 (D.C. Cir. 1988) (per curiam) (citation omitted). As a result, understanding which specific
actions constitute disclosure is essential to determining whether a disclosure meets the “inten-
tional or willful” threshold.
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a prohibited disclosure.* Given the importance of disclosure’s mean-
ing and the extent to which the Act defines so many other key terms,*!
the absence of a definition in the statute is surprising.

To make matters worse, other common sources of statutory
meaning are equally unhelpful. While the Act’s legislative history of-
fers some explanation for the statute’s imprecision,*? it offers little if
any guidance as to what was meant by disclosure.** Similarly, the im-
plementing guidelines (“Guidelines”) issued by the Office of Manage-
ment and Budget (“OMB”),* generally viewed as the authoritative

40 See 5 U.S.C. § 552a(g)(5) (establishing a two-year statute of limitations). Knowing
which acts constitute disclosure is therefore essential to adjudicating statute of limitations chal-
lenges. See, e.g., Oja v. U.S. Army Corps of Eng’rs, 440 F.3d 1122, 1136 (9th Cir. 2006). The Act
states that “[a]n action to enforce any liability created under this section may be brought . . .
within two years from the date on which the cause of action arises,” although it provides for
tolling in certain narrow cases of an agency’s material and willful misrepresentation. 5 U.S.C.
§ 552a(g)(5). By the Act’s plain terms, it would seem that the statute of limitations should run
from when a disclosure occurs: § 552a(g)(5) provides that the statute runs when the “cause of
action arises,” § 552a(g)(1)(D) creates a cause of action whenever an agency “fails to comply
with any . . . provision of [§ 552a],” and an improper disclosure prohibited by § 552a(b) would
amount to “fail[ure] to comply” from the moment of disclosure. The District of Columbia Cir-
cuit, however—which is acknowledged as the most influential court in FOIA and Privacy Act
litigation, cf. OFFICE OF INFO. & Privacy, U.S. DEP’T oF JusTICE, OVERVIEW OF THE PRIVACY
Acrt oF 1974: CrviL REMEDIES § (F)(2) (2004) [hereinafter DOJ OvVERVIEW], available at http://
www.usdoj.gov/oip/1974civrem.htm—has held that the statute of limitations provision in cases
seeking damages for disclosure “does not begin to run until the plaintiff knows or should know
of the alleged violation,” Tijerina v. Walters, 821 F.2d 789, 798 (D.C. Cir. 1987). In any event,
the triggering of the statute of limitations still depends on what constitutes disclosure; Tijerina
merely adds a layer of complexity by establishing the moment when the plaintiff knew or should
have known of the acts that amounted to disclosure as the starting point for the limitations
period.

41 See 5 US.C. § 552a(a).

42 The speed with which the final text was drafted and adopted provides a clue to its im-
precision and incompleteness. See DOJ OvVERVIEW, supra note 40, LEGISLATIVE HisTORY,
available at http://www.usdoj.gov/oip/1974leghis.htm (“The Act was passed in great haste during
the final week of the Ninety-Third Congress. No conference committee was convened to recon-
cile differences in the bills passed by the House and Senate. Instead, staffs of the respective
committees . . . prepared a final version of the bill that was ultimately enacted.”). As a result,
the Act is “[h]ardly a model of legislative ‘precision and tailoring,”” Pilon v. U.S. Dep’t of Jus-
tice, 73 F.3d 1111, 1112 (D.C. Cir. 1996), leaving other key concepts like compatibility of pur-
poses for routine uses vague and undefined, see U.S. Postal Serv. v. Nat’l Ass’n of Letter
Carriers, 9 F.3d 138, 144 (D.C. Cir. 1993) (Silberman, J.).

43 Because of the manner and speed in which the final Act was compiled from the versions
passed by the House and Senate, the committee reports are only of limited value; instead, the
most illuminating legislative history is found in a document produced by the committee staffs
pertaining to compromise amendments. DOJ OVERVIEW, supra note 40, LEGISLATIVE HisTORY,
available at http://www.usdoj.gov/oip/1974leghis.htm. Nothing in that report, however, sheds
light on precisely what “disclosure” means.

44 Privacy Act Implementation, 40 Fed. Reg. 28,947, 28,949-78 (July 9, 1975). The Guide-
lines are specifically authorized by the Act, see 5 U.S.C. § 552a(v), and were issued just six
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administrative interpretation of the Privacy Act,* offer little clarity
about disclosure’s meaning. If anything, the Guidelines merely high-
light the breadth of possible methods of disclosure.* Consequently,
absent clear direction from Congress and the implementing agency,
courts have been left to their own devices in giving meaning to what is
arguably the Privacy Act’s most critical term.

B. The Disclosure Prohibition in Practice

Lacking clear guidance from the statute’s text, legislative history,
or implementing regulations, courts evaluating claims of improper dis-
closure under the Privacy Act generally require plaintiffs to show
three things to prove a disclosure. First, the information disclosed
must have been a “record” contained in a “system of records.” Sec-
ond, the record must actually have been retrieved from the system of
records by reference to the individual’s name or other personal identi-

months after the Act’s passage, see Privacy Act Implementation, 40 Fed. Reg. at 28,948-49 (not-
ing the Privacy Act’s date of enactment as December 31, 1974, and issuance of the regulations on
July 9, 1975). For a detailed discussion of the OMB’s policy role in interpreting the Privacy Act
in its first several years, see generally James T. O’Reilly, Who's on First?: The Role of the Office
of Management and Budget in Federal Information Policy, 10 J. LEcis. 95 (1983); see also Todd
Robert Coles, Comment, Does the Privacy Act of 1974 Protect Your Right to Privacy? An Exami-
nation of the Routine Use Exemption, 40 Am. U. L. Rev. 957, 983-86 (1991) (discussing OMB’s
role in promulgating guidelines and in overseeing federal agencies’ compliance with the Privacy
Act).

45 Courts generally view the OMB Guidelines as meriting Chevron deference. See, e.g.,
Maydak v. United States, 363 F.3d 512, 518 (D.C. Cir. 2004); Quinn v. Stone, 978 F.2d 126, 133
(3d Cir. 1992); Baker v. Dep’t of the Navy, 814 F.2d 1381, 1383 (9th Cir. 1987); Perry v. FBI, 759
F.2d 1271, 1276 n.7 (7th Cir. 1985). Some courts, however, see, e.g., Henke v. U.S. Dep’t of
Commerce, Civ. A. No. 94-0189, 1996 WL 692020, at *2 (D.D.C. Aug. 19, 1994), aff’d on other
grounds, 83 F.3d 1445 (D.C. Cir. 1996), including the Supreme Court in one context, see Doe v.
Chao, 540 U.S. 614, 627 n.11 (2004), have refused to accord unquestioning deference to the
Guidelines on specific issues.

46 See Privacy Act Implementation, 40 Fed. Reg. at 28,953 (“The phrase ‘by any means of
communication’ means any type of disclosure (e.g., oral disclosure, written disclosure, electronic
or mechanical transfers between computers of the contents of a record).”).

47 See Quinn, 978 F.2d at 131-32 (citing 5 U.S.C. § 552a(b)); Beaulieu v. IRS, 865 F.2d
1351, 1352 (1st Cir. 1989); see also Patricia 1. Carter, Health Information Privacy: Can Congress
Protect Confidential Medical Information in the “Information Age”?,25 Wm. MiTcHELL L. REv.
223, 242-43 (1999) (noting the effect of the Privacy Act’s limited application to “records” within
“systems of records”). Each of these terms is expressly defined in the Act. See 5 U.S.C.
§ 552a(a)(4)-(5).
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fier.#s Third, the record (or information obtained from it) must have
been disseminated without the individual’s consent.*’

When applying the third element—the requirement that the in-
formation must have been disseminated without consent—the courts
generally employ a common sense conception of disclosure that corre-
sponds neatly to one-to-one transfers of information.> If an agency

48 See Savarese v. U.S. Dep’t of Health, Educ. & Welfare, 479 F. Supp. 304, 308 (N.D. Ga.
1979), aff’d sub nom. Savarese v. Harris, 620 F.2d 298 (5th Cir. 1980). The District of Columbia
Circuit has recently added to this element, in the specific context of Internet disclosures, a re-
quirement that the retrieval be done by the agency itself. In McCready v. Nicholson, the D.C.
Circuit expressly affirmed the district court’s holding below that “the ‘practice of retrieval by
name or other personal identifier must be an agency practice to create a system of records and
not a “practice” by those outside the agency.”” 465 F.3d 1, 13 (D.C. Cir. 2006) (quoting Mc-
Cready v. Principi, 297 F. Supp. 2d 178, 199 (D.D.C. 2003)). Agreeing with the district court that
an Internet Web site—by which third parties, including the public, can access individual records
by name or personal identifier—does not meet this standard, the D.C. Circuit concluded that
such a Web site does not amount to a system of records, and therefore the retrieval of informa-
tion through the site is not a prohibited disclosure. See id. at 12-13.

At first glance, the court’s holding in Nicholson, issued just two weeks after the court’s
holding in Doe v. U.S. Department of Labor, 451 F. Supp. 2d 156 (D.D.C. 2006), might seem to
make Doe an easy case: insofar as the challenged disclosure occurred through the ECAB’s Web
site, the retrieval of records through that Web site surely would not amount to disclosure under
Nicholson, 465 F.3d at 13. Upon closer examination, however, the clarity disappears. First, it is
possible that Nicholson would not answer the question in Doe. In Doe, unlike Nicholson, the
record at issue was also contained in a different system of records maintained by the ECAB, viz.,
the agency’s hard-copy files that were open to the public, from which the electronic versions
presumably were taken. Doe, 451 F. Supp. 2d at 161. Indeed, the plaintiff in Nicholson made a
version of this argument, alleging that summary judgment was improper because further discov-
ery as to whether such an additional system of records existed was necessary. See Nicholson, 465
F.3d at 13-14. The D.C. Circuit rejected her request for additional discovery because the record
showed clearly that no such separate system of records existed. See id. at 14. Had the agency in
that case maintained the record in a separate system of records, however, the Circuit’s decision
seems to imply (and at the very least does not reject the possibility) that the dissemination would
have been a prohibited disclosure. In the context of Doe, then, it is at least plausible that by
publishing on its public Web site records that were already contained in a system of records, the
ECAB did disclose Doe’s record within the meaning of § 552a(b).

Second, the D.C. Circuit’s holding in Nicholson does not bind other circuits confronting the
same question. It is certainly possible that another court would find that an agency Web site that
searches and displays records from the agency’s compilation of records would amount to an
“agency practice.” At the very least, the question is far from clear from both a textual and policy
standpoint, which only serves to emphasize the need for greater statutory precision on what
constitutes a disclosure.

49 See Bartel v. FAA, 725 F.2d 1403, 1408 (D.C. Cir. 1984), quoted in Orekoya v. Mooney,
330 F.3d 1, 6 (Ist Cir. 2003); Chang v. Dep’t of the Navy, 314 F. Supp. 2d 35, 42 n.2 (D.D.C.
2004).

50 See, e.g., Kline v. Dep’t of Health & Human Servs., 927 F.2d 522, 524 (10th Cir. 1991);
see also DOJ OVERVIEW, supra note 40, DEriNITIONS § (E)(1), available at http://www.usdoj.gov/
oip/1974definitions.htm (collecting cases employing a common sense approach with regard to
the third element).
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transmits a record or its contents to a person who did not previously
have access to or knowledge of the information contained in it, a dis-
closure has occurred.>® This approach reflects a simple model of how
disclosures generally occur: one party, A, gives information to another
party, B, that B did not already know. In the rare case where a record
is given to a person who the agency can demonstrate already knew of
its contents, no disclosure is found.>2

So far as it goes, this intuitive approach makes sense. Dissemi-
nating a record to one already aware of it would do little if any harm
to the person described in the record. In this respect, it is also consis-
tent with the Act’s text, which only provides a cause of action for
damages if the agency acted “in such a way as to have an adverse effect
on an individual.”®* More fundamentally, this approach comports
with the Act’s underlying policy. The available evidence suggests that
Congress was not, by passing the Act, attempting to impose strict lia-
bility on agencies for data-handling.* Rather, by creating numerous
exceptions to the prohibition on disclosure and by leaving much of the
FOIA intact,’> Congress expressed a strong policy preference in favor
of allowing public access to government information where doing so
would not seriously infringe individual privacy interests.>

51 See Kline, 927 F.2d at 524.

52 See, e.g., Hollis v. U.S. Dep’t of the Army, 856 F.2d 1541, 1545 (D.C. Cir. 1988); Reyes
v. Supervisor of Drug Enforcement Admin., 834 F.2d 1093, 1096 n.1 (I1st Cir. 1987);
Schowengerdt v. Gen. Dynamics Corp., 823 F.2d 1328, 1341 (9th Cir. 1987); Pellerin v. Veterans
Admin., 790 F.2d 1553, 1556 (11th Cir. 1986); FDIC v. Dye, 642 F.2d 833, 836 (5th Cir. 1981).

53 5 U.S.C. § 552a(g)(1)(D) (2006) (emphasis added). Although by its terms the statute
provides a minimum damage award of $1,000 when an improper disclosure yielding such “ad-
verse effect” is established, see id. § 552a(g)(4)(A), the Supreme Court recently held that a
plaintiff alleging improper disclosure in violation of the Act cannot recover a monetary award
without first proving “actual damages,” Doe v. Chao, 540 U.S. 614, 627 (2004).

54 See H.R. REp. No. 93-1416, at 13 (1974), reprinted in SOURCE Book, supra note 28, at
306; see also supra note 37 and accompanying text (discussing the Privacy Act’s legislative his-
tory). Although recent legislative proposals have aimed to restrict agencies’ disclosure practices
even further, see, e.g., Identity Theft Prevention Act of 2005, H.R. 220, 109th Cong. § 3 (1st Sess.
2005) (proposing an amendment to the Privacy Act to limit disclosure of social security num-
bers), proposals continue to surface that would create even more exceptions to the disclosure
prohibition, see, e.g., Real Security Act of 2006, S. 3875, 109th Cong. § 2310 (2d Sess. 2006)
(proposing exceptions to the Privacy Act for disclosure of certain terrorism or national security-
related information); S. 2786, 109th Cong. § 1 (2d Sess. 2006) (proposing a new exception for
disclosures of information (1) “regarding assistance provided to individuals in connection with a
major disaster or emergency,” or (2) “to another government agency or to an instrumentality of
any governmental jurisdiction within or under the control of the United States for purposes of
complying with a Federal or State sex offender registry or notification law”).

55 See 5 U.S.C. § 552a(b)(2).

56 See Cochran v. United States, 770 F.2d 949, 954-55 (11th Cir. 1985) (noting that the
Privacy Act’s structure, which leaves much of the FOIA in place and creates an exception for
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C. Hard Cases: When the Conventional Approach to Disclosure
Breaks Down

To be sure, the common sense approach is not without its short-
comings. It may be difficult, time consuming, and expensive for either
party in a Privacy Act suit to determine ex ante what third parties
already know.>” Determining what was known when by whom may be
equally difficult ex post. For the most part, however, the conventional
approach functions adequately in simple cases—e.g., where A gives a
record about B to C that C did not already know about.

But the reality of modern agency information handling increas-
ingly bears little resemblance to this simple paradigm of disclosure
that underlies the conventional approach to adjudicating Privacy Act
claims. In such cases, the common sense approach courts traditionally
follow is of little value. Some of these modern disclosure practices fall
within an exception to the Act’s broad prohibition, of course, but this
is far from universally true.

1. The Complexity of Modern Agency Disclosures

Both because of legal requirements, such as the FOIA, and out of
convenience and necessity, agencies increasingly make records and
other data publicly available on a much broader scale than in the past,
especially through the Internet.®® Although this complicates the dis-
closure analysis in several ways, the most important consequence is
that agencies constantly make available information through elec-

disclosures required by the FOIA, reflects a congressional policy in favor of continued disclosure
of information if it does not jeopardize individual privacy); see also Martin v. Harrison County
Sheriff’s Dep’t, No.1:06CV62, 2006 WL 3760132, at *5-6 (N.D. W. Va. Dec. 15, 2006) (citing
Cochran, 770 F.2d at 954-55) (adopting report and recommendation of magistrate judge).

57 If this were not true, it is difficult to imagine how Privacy Act disclosure lawsuits would
arise. If an agency officer knew, for instance, that a certain third party already knew the con-
tents of a record, there would be no need to disclose it. If the agency officer was unsure, it might
be difficult to discern what the third party knew about the record’s contents without revealing
part of it. Similarly, if a plaintiff knew a recipient was already aware of the disseminated infor-
mation before receiving it from an agency, the plaintiff likely perceived no harm.

58 See Reitz, supra note 23, at 734; Bloom, supra note 26, at 6. Besides the constantly
decreasing cost of promulgating information electronically, as well as the broader shift towards
“e-government,” Reitz, supra note 23, at 733-34, a key driving force behind agencies’ expanding
use of Internet publication of data is found in the FOIA. In 1996, Congress amended the FOIA
to require large amounts of agency records to be made available on the Internet or similar elec-
tronic means. See generally Electronic Freedom of Information Act Amendments of 1996, Pub.
L. No. 104-231, 110 Stat. 3048 (1996) (amending 5 U.S.C. § 552). Since that time, agencies have
gone far beyond required disclosure and have made vast amounts of previously inaccessible data
open to the public. See Reitz, supra note 23, at 734.
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tronic means that was already open to the public in some form.> The
question courts must therefore confront is the effect of the prior pub-
lic accessibility of a record on whether subsequent efforts to dissemi-
nate the record amount to “disclosure.”® In other words, the issue is
not merely whether a particular recipient actually knew of the con-
tents of the record he received. Instead, courts must decide what level
of prior public accessibility is enough to prevent a future promulga-
tion of that information from constituting disclosure.®!

The problem is further complicated by the various ways informa-
tion can be made accessible to the public. First, the prior release can
vary in several dimensions. The entity that made it available previ-
ously may have been the same agency that allegedly made the new
disclosure,®? another governmental entity,® or a private party, such as
Westlaw or LexisNexis.** The degree of prior accessibility can also
vary widely: the material may have been publicly available when the
disclosing agency first obtained it,°> whether thoroughly “aired in the
public domain”* or merely a matter of public record that remained

59 See Bloom, supra note 26, at 8.

60 FE.g., Ojav.U.S. Army Corps of Eng’rs, 440 F.3d 1122, 1129-30 (9th Cir. 2006); Barry v.
U.S. Dep’t of Justice, 63 F. Supp. 2d 25, 27-28 (D.D.C. 1999).

61 For example, if the Office of Personnel and Management (“OPM?”) retrieved the Presi-
dent’s official personnel record—containing his name and official title—from a qualifying system
of records and then released this information in a press release on its Web site, could this press
release really constitute a disclosure prohibited by the Privacy Act? Assuming none of
§ 552a(b)’s exceptions applied—and setting aside the question of whether the President could
demonstrate the “adverse effect” necessary to prevail on a damages claim, see 5 U.S.C.
§ 552a(g)(1)(D) (2006)—the answer under the traditional approach is “yes.” If the press release
were read by a person who did not know the President’s name, OPM would have violated fed-
eral law, and the President could sue for injunctive relief and damages. The fact that the infor-
mation at issue—a public official’s name and title—is not “personal” or “sensitive” by any
ordinary definition would not be enough, under the OMB Guidelines, to keep the release of that
information from amounting to a disclosure under existing law. Cf. Quinn v. Stone, 978 F.2d
126, 133 (3d Cir. 1992) (noting that “interpreting the Act to cover only personal or sensitive
information would be inconsistent with the Privacy Act Guidelines issued by the Office of Man-
agement and Budget,” as the Guidelines define “record” to mean “any item of information
about an individual that includes an individual identifier. . . . includ[ing] as little as one descrip-
tive item about an individual” (quoting Privacy Act Implementation, 40 Fed. Reg. 28,947,
28,951-52 (July 9, 1975))). In short, unless public accessibility of the information plays some role
in the analysis, the Privacy Act may reach situations its framers surely never intended it to cover.

62 See, e.g., Oja, 440 F.3d at 1125-26.
63 See, e.g., Barry, 63 F. Supp. 2d at 27.
64 See, e.g., Doe v. U.S. Dep’t of Labor, 451 F. Supp. 2d 156, 161 (D.D.C. 2006).

65 See, e.g., Quinn, 978 F.2d at 132-33; Covert v. Herrington, 667 F. Supp. 730, 739 (E.D.
Wash. 1987), aff’d, 876 F.2d 751 (9th Cir. 1989).

66 See, e.g., Barry, 63 F. Supp. 2d at 27-28.
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“practically obscur[e]” in fact.®” Second, the subsequent dissemina-
tion can also vary in degree, medium, entity responsible for publica-
tion, or some combination of these. When the prior release and
subsequent dissemination are considered together, the possible com-
binations are virtually limitless.®

Although many unique permutations are possible, the common
thread is that the information allegedly disclosed was already availa-
ble to the public to some degree, and it was only made more accessible
to the public by the agency’s action. Perhaps the information was offi-
cially public but practically obscure, or perhaps it was made widely
known through nongovernmental channels and then officially publi-
cized by an agency. But in each case, the government took some step
to make already ‘public’ information ‘more public.” Whatever the cir-
cumstance, none of these cases bear enough resemblance to the classic
disclosure paradigm for that model to be of much assistance. In short,
courts now face a complex array of scenarios in which the classic dis-
closure paradigm simply is inapposite.

2. Gaps in the Statutory Exceptions

To be sure, many Internet and other disclosures that agencies
have undertaken in the last decade fall within an exception to the Pri-
vacy Act. But not every disclosure is covered by an exception. As
noted, one crucial exception to the Privacy Act provides that to the
extent the FOIA actually mandates the dissemination of given infor-

67 Cf. U.S. Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749,
762-63 (1989); Quinn, 978 F.2d at 138.

68 Courts around the country have faced just such cases in recent years. In Barry, for
example, the executive branch posted a record on its public Web site after Congress had made it
widely available to the public and discussed it in open hearings. See Barry, 63 F. Supp. 2d at 27.
The court was faced with the question of whether a disclosure took place, even though not every
citizen who saw the record on the agency’s Web site was already familiar with the contents of the
record. See id. Similarly, in Oja v. U.S. Army Corps of Engineers, the Ninth Circuit addressed
whether a disclosure takes place when a government entity publishes information on its Web site
that it had previously published on the same or related Web site. 440 F.3d 1122, 1127-34 (9th
Cir. 2006).

Courts also have confronted the question of whether a disclosure occurs when a government
agency releases information, originally collected from publicly-accessible sources, to persons
outside the agency. In both Quinn, 978 F.2d at 133-34, and Covert, 667 F. Supp. at 739, for
instance, the disclosing agencies argued that the information they obtained was already available
in public sources such as local telephone books. Perhaps the most complicated scenario of all is
that arising in Doe v. U.S. Department of Labor, in which the record at issue had been made
publicly accessible in hard copy at the agency’s headquarters before being published electroni-
cally by private third parties and posted on the government agency’s official public Web site. 451
F. Supp. 2d at 161.
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mation,® the Privacy Act does not prohibit its disclosure.” This ex-
ception is not all-encompassing, however.

First, the FOIA does not require—and therefore the Privacy Act
does not permit—the disclosure of “personnel and medical files and
similar files the disclosure of which would constitute a clearly unwar-
ranted invasion of personal privacy.””! The threshold requirement—
that a file must be a medical, personnel, or similar file—has been read
very broadly by the Supreme Court.”> Once this low threshold is met,
a court merely asks if there is some protectable privacy interest that
would be threatened by a disclosure, and if so, whether the public
interest in disclosure outweighs that privacy interest.”?

Second, even where the FOIA requires records to be made pub-
licly available, it authorizes agencies, “[t]o the extent required to pre-
vent a clearly unwarranted invasion of personal privacy,” to “delete
identifying details when it makes available or publishes an opinion,
statement of policy, interpretation, staff manual, instruction,” and
other records.” If these details are not redacted, the exception for
required disclosures does not apply.”

69 Under the FOIA as amended, some kinds of records must be disclosed only on request,
see 5 U.S.C. § 552(a)(3) (2006), some must be made immediately available in real or virtual
“FOIA reading rooms,” see id. § 552(a)(2), and some are explicitly required to be published
electronically, see id.

70 See 5 U.S.C. § 552a(b)(2). The Privacy Act expressly exempts from its disclosure prohi-
bition records that are required to be made available under the FOIA. See id.

71 5 US.C. § 552(b)(6).

72 See U.S. Dep’t of State v. Wash. Post Co., 456 U.S. 595, 602 (1982).

73 See U.S. Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749,
762 (1989). Importantly, this part of the analysis involves questions very similar to those that are
reached in determining whether a disclosure has occurred. In Reporters Committee, the Su-
preme Court recognized (and to some degree addressed) the privacy interest that exists in
records that are technically public but practically obscure. See id. at 762-71. This, in turn, raises
the question, addressed in detail below, of why the current framework, especially given the ex-
emption provided by § 552(b)(6), is not sufficient to handle the concerns that arise in cases
where disclosure is uncertain. See discussion infra Parts IV.B.1, IV.B.5.

74 5 U.S.C. § 552(a)(2).

75 Cf. Doe v. U.S. Dep’t of Labor, 451 F. Supp. 2d 156, 173-76 (D.D.C. 2006). It is not
clear from existing case law whether publication of a record from which identifying details have
been redacted would trigger the Privacy Act’s disclosure prohibition. Technically, the Privacy
Act prohibits disclosure of the record so long as it was contained in a system of records, 5 U.S.C.
§ 552a(b)—i.e., was retrieved by name or personal identifier, id. § 552a(a)(4)—even if that infor-
mation is not transferred to the recipient of the record. For a cause of action for damages to
arise from such disclosure, however, there must be an adverse effect upon the person described
in the record, see id. § 552a(g)(1)(D), and unless the individual’s identity can be discerned from
other facts in the record, it is hard to imagine how an adverse effect would arise if identifying
details were not included.
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Another key exception allows an agency to disclose more infor-
mation than the FOIA requires if it first establishes a new “routine
use.””® So long as the agency fulfills certain notice requirements,”” and
so long as the new routine use is “compatible with the purpose for
which [the information] was collected,””® the agency can disclose oth-
erwise prohibited information without fear of civil suit.” But al-
though many disseminations of information on agency Web sites
might be protected by a routine use notice, this is not true in every
case for several reasons.

First, even if agencies always scrupulously fulfilled the require-
ment that record notice of routine uses be published in the Federal
Register before such uses are made,* it seems unlikely that they could
always satisfy § 552a(e)(3)(C)’s personal notice requirement. Under
that provision, an agency that wishes to disclose information pursuant
to a routine use must inform the persons providing that personal in-
formation of all routine uses that may be made of that information.’!
Thus, if an agency wishes to adopt a new routine use of information it
has already collected, it must first provide personal notice to every
individual whose information may be subject to that routine use.®?

Second, the routine use may run afoul of the substantive limits
imposed by the Act. A routine use can only be created “for a purpose
which is compatible with the purpose for which [the information being
disclosed] was collected.”®*> Given this vague language, whether a par-
ticular disclosure is compatible with the purpose of collecting the in-
formation is not always easy to discern.®* The disclosing agency may
believe that a particular disclosure is compatible in purpose with the
reason the information was gathered, but a reviewing court may disa-

76 See 5 U.S.C. § 552a(b)(3).

77 See id. § 552a(e)(4)(D) (requiring notice of routine use to be published in the Federal
Register); id. § 552a(e)(3)(C) (requiring separate notice detailing the routine use to the individ-
ual whose information it plans to disclose).

78 Id. § 552a(a)(7).

79 See id. § 552a(b)(3).

80 [d. § 552a(e)(4)(D).

81 Id. § 552a(e)(3)(C). The personal notice must be printed either “on the form which it
uses to collect the information”—in which case it must be provided to the individual at the time
the information is collected—or “on a separate form that can be retained by the individual.” Id.

82 See id.

83 Id. § 552a(a)(7).

84 Cf. Britt v. Naval Investigative Serv., 886 F.2d 544, 548-50 (3d Cir. 1989) (examining the
“concrete relationship” between the disclosing agency’s reason for gathering the information
and for disclosure), discussed in U.S. Postal Serv. v. Nat’l Ass’n of Letter Carriers, 9 F.3d 138,
144-46 (D.C. Cir. 1993) (Silberman, J.) (rejecting the Third Circuit’s interpretation in Britt and
instead employing a labor law specific analysis of “compatability”).



1250 The George Washington Law Review [Vol. 76:1232

gree.®> If so, the routine use exception will not ultimately shield the
agency’s actions. As a result, liability in such cases will turn on
whether its actions amounted to a disclosure.

Moreover, the difficulty courts face in adjudicating whether the
public interest in disclosure outweighs an individual’s privacy interest
or whether a certain use is “compatible” with the purpose for which
information was collected may lead them to look for narrower
grounds to resolve cases. They may turn to the threshold question of
disclosure to avoid these and other thorny issues.

1I.  In Search of a Solution:
Diverging Definitions of Disclosure in Hard Cases

Courts confronting such “hard cases” under the Privacy Act have
developed three divergent approaches to determine whether a disclo-
sure has taken place. Each takes a different view of the Privacy Act’s
core objective, attributes a different amount of importance to prior
public availability of records, and strikes a different balance between
retaining traditional conceptions of disclosure and recognizing the
practical effect of making information a matter of public record.
What all three have in common is that none can be squared simultane-
ously with language in the statute and the practical realities of disclo-

85 For instance, in Doe v. U.S. Department of Labor, 451 F. Supp. 2d 156 (D.D.C. 2006),
the ECAB argued that including details of Doe’s medical history in its decision was essential to
correctly determining his claim, which involved his right to medical benefits, and that publishing
his decision fell within its routine use notice because the ECAB needed to compile a corpus of
precedent to aid in the adjudication of future cases. Id. at 174. The court rejected this argument,
holding that the ECAB’s practice of publishing its decisions on its Web site could not be pro-
tected by the routine use exception because publishing the plaintiff’s name alongside his per-
sonal medical information was “both patently unnecessary and plainly incompatible with . . . the
purpose for which the plaintiff’s medical information and his identity were collected by the
ECAB.” Id. at 175. The court’s holding on this point evidently struck a nerve within the De-
partment of Labor: within months of the court’s opinion being issued, the Department reached
an out-of-court settlement with Doe—acceding to many of his original demands such as the
removal of his decision from all electronic government sources, as well as attorneys’ fees—in
exchange for his support of a request that the court vacate its opinion. See Joint Motion to
Vacate Court’s Order and Memorandum Opinion of September 6, 2006 at 3-5, Doe, No. 05 Civ.
2449 (D.D.C. Mar. 20, 2007). Surprisingly, the court granted the parties’ request, see Order at
1-2, Doe, No. 05 Civ. 2449 (D.D.C. Mar. 22, 2007), notwithstanding Supreme Court and D.C.
Circuit precedent limiting vacatur due to settlement to very narrow circumstances, see U.S.
Bancorp Mortgage Co. v. Bonner Mall P’ship, 513 U.S. 18, 29 (1994); Mahoney v. Babbitt, 113
F.3d 219, 223 (D.C. Cir. 1997); see also 1992 Republican Senate-House Dinner Comm. v. Caro-
lina’s Pride Seafood, Inc., 158 F.R.D. 223, 224 (D.D.C. 1994). In all events, the fact that the
Department of Labor took the extraordinary step of seeking the vacatur of the court’s opinion
suggests the importance that the agency attached to removing an unfavorable precedent con-
straining the scope of permissible routine uses.
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sure. In the end, both the deficiencies of each alternative and the
need for national uniformity suggest a statutory solution, which is pro-
posed in Part IIIL.

A. Actual Recipient’s Knowledge Standard

The first approach courts have followed, termed here the “actual
recipient’s knowledge” standard, defines disclosure to mean any dis-
semination of a record covered by the Act to an individual who did
not actually know that information before.®® Where the information
in the record was already available to the public before the alleged
disclosure took place, courts following this approach find that a disclo-
sure has occurred unless the agency shows that the specific recipient
actually knew the information at the time of disclosure.’” The ap-
proach thus attributes no special import to whether information was
“readily accessible” to the public; only the recipient’s own knowledge
matters.s®

This approach offers several important advantages, including con-
sistency with the Act’s text and structure,® and relative simplicity in

86 Quinn v. Stone, 978 F.2d 126, 134 (3d Cir. 1992) (noting that “the [Privacy] Act is not
violated where the agency makes available information which is already known by the recipi-
ent”); accord Kline v. Dep’t of Health & Human Servs., 927 F.2d 522, 524 (10th Cir. 1991); Hollis
v. US. Dep’t of the Army, 856 F.2d 1541, 1545 (D.C. Cir. 1988); Pellerin v. Veterans Admin., 790
F.2d 1553, 1556 (11th Cir. 1986).

87 The Third Circuit’s decision in Quinn v. Stone, 978 F.2d at 134, illustrates this approach
at work. There, a state agency was investigating two civilian employees of the U.S. Army for
illegally using multiple addresses to obtain more than one hunting license each. See id. at
128-30. The Army disclosed the couple’s home address information to a state game commis-
sioner, which the couple argued constituted a disclosure. Id. at 130-31. The Army argued that
even though the address information was a record retrieved from a system of records, no disclo-
sure took place because the information was already available in local telephone directories. Id.
at 133-34. The court rejected the Army’s argument, expressly dismissing the possibility that
knowledge of information available to the public could be imputed to all members of the public.
See id. at 134-35 (noting that the mere fact that information was “readily accessible to the mem-
bers of the public” did not change the outcome fact that a disclosure took place); see also Gowan
v. U.S. Dep’t of the Air Force, 148 F.3d 1182, 1193 (10th Cir. 1998) (quoting Quinn and reversing
the district court’s holding that matters of public record are not subject to the Privacy Act).

88 See Quinn, 978 F.2d at 134.

89 Without a statutory definition to provide guidance, the common sense conception of
disclosure—i.e., a dissemination of information to a party not already aware of it—appears to be
a natural reading of the Act’s language. Cf. BLack’s Law DictioNaRY (8th ed. 2004) (defining
“disclosure” as “[t]he act or process of making known something that was previously unknown; a
revelation of facts”). The approach comports with the Privacy Act’s structure—as well as that of
its counterpart, the FOIA—because only a broad definition of disclosure makes sense of the
many exceptions Congress has created. See Quinn, 978 F.2d at 134 (noting that an approach that
made the existence of a disclosure turn on prior public accessibility of information “would evis-
cerate the [Privacy]| Act’s central prohibition . . . against disclosure,” and that “[t]o define disclo-
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application—at least for reviewing courts analyzing the disclosure ex
post.* But by giving so little weight to prior public availability of in-
formation, the actual recipient’s knowledge standard undermines the
Privacy Act’s core purpose to some degree. Unlike the interests pro-
tected by the law of defamation,” the core privacy interest safe-
guarded by the Act lies in how many other individuals know, or easily
could find out, the particular details that a government record con-
tains about a private citizen.”> Whether a particular dissemination in-
jures this interest depends on how widely available the information
already was and the concomitant risk that others will discover it.”

sure so narrowly as to exclude information that is readily accessible to the public would render
superfluous the detailed statutory scheme of twelve exceptions to the prohibition on
disclosure”).

90 In contrast to the many difficult analytical labyrinths that have come to characterize
FOIA and Privacy Act litigation, see Cochran v. United States, 770 F.2d 949, 954-55 (11th Cir.
1985), a court concerned only with what individual recipients of information already knew has a
clear, discrete task that courts are accustomed to undertaking, cf. Quinn, 978 F.2d at 134 (exam-
ining whether the recipients actually had prior knowledge of the information). An approach that
gives substantial weight to the degree of public accessibility or awareness of given information,
by contrast, could potentially lead the parties and the court into a very burdensome factual
inquiry about what the public knows and how easy it is for the public to view specific records.
Cf. Barry v. U.S. Dep’t of Justice, 63 F. Supp. 2d 25, 27-28 (D.D.C. 1999). On the other hand, in
cases of Internet disclosure to multiple recipients—such as Barry—it may be difficult in practice
for courts to determine whether each recipient already knew the record’s contents. For example,
if an agency posts a record on its Web site, it may be difficult or impossible to identify each
separate individual who accessed the record through the Web site, or even to calculate how
many individuals did so. Even if those recipients could be counted and identified, they may be
spread around the globe, and the cost in time and money of obtaining the testimony of each—
whether at trial, through deposition, or even by affidavit—may be too high for the parties to
bear.

91 Cf. Daniel J. Solove, A Taxonomy of Privacy, 154 U. Pa. L. Rev. 477, 530-52 (2006)
(distinguishing the privacy interest in disclosure from the interest in avoiding distortion that
arises in common law defamation claims).

92 A number of scholars have explored at length the theoretical underpinnings of a privacy
interest in the disclosure of private but true information. See, e.g., id. at 530—41 (describing
disclosure, exposure, and increased accessibility); Coles, supra note 44, at 961-64 (examining the
foundations of a “right to disclosural privacy” both in constitutional terms and as basis for Pri-
vacy Act’s prohibition on disclosure). For a contrary viewpoint grounded in First Amendment
concerns, see Eugene Volokh, Freedom of Speech and Information Privacy: The Troubling Impli-
cations of a Right to Stop People from Speaking About You, 52 Stan. L. REv. 1049, 1050-51
(2000) (arguing that preventing others’ disclosure of one’s private information infringes First
Amendment speech interests).

93 See Solove, supra note 91, at 539-41. As the Supreme Court recognized in U.S. Depart-
ment of Justice v. Reporters Committee for Freedom of the Press, 489 U.S. 749 (1989), even at
common law the extent of one’s privacy interest in preventing the disclosure of certain informa-
tion depended “on the degree of dissemination of the allegedly private fact.” Id. at 763. Ex-
tending that principle (in slightly modified form) to the FOIA provisions that exempt from the
disclosure requirement any materials that would, if disclosed, impermissibly infringe individual
privacy interests, the Court held that where information is officially available to the public but
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Additionally, even if this approach were simpler for courts to apply
after an alleged disclosure has taken place, it assigns to agencies the
often impossible task of ascertaining before disseminating a record
which members of the public already know of the record’s contents.**

B. Constructive Public Knowledge Standard

A second approach some courts follow, labeled here the “con-
structive public knowledge” standard, responds to these concerns by
taking a very different view. Under this approach, the court concludes
that no disclosure takes place when an agency disseminates informa-
tion that is already contained in public records.”> Where the allegedly
disclosed information was previously a matter of public record—or
otherwise openly available to the public—the court thus imputes
knowledge of the record to the public at large. Some courts apply a
rebuttable presumption that each member of the relevant public was
aware of the information.®® Others effectively impose a conclusive

“practical[ly] obscur[e],” the individual privacy interest “is in fact at its apex.” Id. at 780; cf.
Bloom, supra note 26, at 63 (highlighting the importance of Reporters Committee as the first case
to mark the difference between practically obscure or uncompiled information and public, amal-
gamated information). That principle, however, is a double-edged sword. Cf. Reporters Comm.,
489 U.S. at 763-64 (distinguishing between information that is “freely available” to the public
and that which is “hard-to-obtain” or compile). The degree to which information was previously
made accessible to the public at large, even if not to a particular recipient, is relevant both to (1)
whether any new harm occurred as a result of disclosure, and (2) whether the subsequent disclo-
sure was made in the “intentional or willful” manner necessary for a plaintiff to be entitled to
damages, 5 U.S.C. § 552a(g)(4) (2006). A conception of disclosure that takes no account of the
prior public availability or even awareness of information ignores these concerns and transforms
the Act’s disclosure prohibition into strict liability.

94 Although agencies may be able to keep track of the number of times a specific record is
accessed by the public, it would require extraordinary effort and expense to ascertain before
making such records publicly available how widely known their contents already are. Moreover,
agencies presumably do not make the decision of whether and how to publish records on a case-
by-case basis. Rather, given the notice requirements for routine use notices, see supra note 36
and accompanying text, agencies presumably decide whether to make available an entire system
of records or certain information from each of those records.

95 See, e.g., FDIC v. Dye, 642 F.2d 833, 836 (5th Cir. 1981).

96 See id. The plaintiff can rebut this presumption by showing that the information, though
technically a matter of public record, was not genuinely public information prior to the new
disclosure. See id. In Dye, for example, an FDIC debtor alleged that the FDIC violated the Act
by advertising foreclosure sales of his property in a broader geographical area than required by
state law. Id. at 834-35. The FDIC argued that no disclosure took place because the informa-
tion it disseminated was already public: by publishing advertisements in the counties where it
was required to advertise by law, the FDIC had made the foreclosure sales public in the “extra”
territory. See id. at 836. The Fifth Circuit agreed with the FDIC, noting that “the release of
public information to the same ‘public’ is not a disclosure.” Id. The court explicitly acknowl-
edged that there was no evidence that the specific recipients themselves were actually aware of
the information the FDIC’s advertisements contained. See id. But because the information
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presumption that official public records are in fact publicly known.”
Under either approach, the basic premise is the same.

This approach offers two advantages over the actual recipient’s
knowledge standard. First, it makes at least some effort to account for
the practical effect of prior public availability of information. Second,
it focuses to some degree on prior actions of the same agency alleged
to have redisclosed the information.”® This ensures that agencies
themselves bear responsibility for the steps they take to make infor-
mation public. It also enables the agency (ex ante) and the court (ex
post) to determine more easily the prior status of the redisclosed
information.”

The constructive public knowledge standard ultimately fails for
two reasons, however. First, it is difficult, if not impossible, to square
with the language of the statute.!® Second, it often gives too much

“was legally published in . . . the adjoining county,” the court “flound] it a compelling inference
that foreclosure sales publicized in [one county] are or naturally become public information in
[the] adjoining . . . [c]lounty.” Id. The court treated this inference as a rebuttable presumption,
holding that Dye could have responded with evidence that the information contained in the
advertisements was not in fact “public information” in the adjoining county. See id. Because
Dye did not do so, the presumption was not rebutted, and thus the court found no disclosure.
See id.

97 See, e.g., Lee v. Dearment, No. 91-2175, 1992 WL 119855, at *2 (4th Cir. June 3, 1992);
Smith v. Cont’l Assurance Co., No. 91 C 0963, 1991 WL 164348, at *5 (N.D. Ill. Aug. 22, 1991).
Although these courts do not explicitly announce that they are applying a conclusive presump-
tion, they do not inquire at all into rebuttal evidence or even indicate that it could have been
offered. See, e.g., Lee, 1992 WL 119855, at *2. Therefore, such courts collapse the presumption
of public knowledge into a conclusion that matters of public record are essentially incapable of
being ‘redisclosed.” In Lee, for example, the Fourth Circuit concluded that no disclosure took
place because the information at issue had already been included in a public court filing. Id. at
*2. The court did not even mention the possibility that Lee had an opportunity to offer evidence
showing either that the information was not genuinely “public” or that the insurer was not aware
of it until it received the Office of Workers’ Compensation Programs’ (“OWCP”) subsequent
disclosure. See generally id.

98 See, e.g., Dye, 642 F.2d at 836; Lee, 1992 WL 119855, at *2.

99 An agency considering a new dissemination likely will find it easier to identify what
steps it itself has taken previously to distribute a record than to identify which members of the
public know of the record. In Dye, for instance, the FDIC presumably knew (or could easily
ascertain) where it had already advertised Dye’s foreclosure sales. See 642 F.2d at 834-35. Like-
wise, in Lee, the OWCP likely could have determined from a simple inquiry that it had already
released Lee’s records by filing them in court. See 1992 WL 119855, at *1-2. As a result, agen-
cies will know before they “redisclose” the record whether and to what extent they have already
made it a matter of public record. Additionally, courts reviewing alleged disclosures will find it
less difficult and time consuming to evaluate specific past agency actions than to inquire how
widely known a specific record was in the general population.

100 Nothing in the Privacy Act’s language directly suggests the sweeping exception from the
disclosure requirement that this approach would impose. See 5 U.S.C. § 552a(b) (2006). Of
course, one might reasonably infer from the term “disclosure”—as does the actual recipient’s
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weight to prior agency actions that made information a matter of pub-
lic record. The legal fiction that members of the public have any real
knowledge of all official public records simply strains credulity.’?! Al-
though this problem is accentuated when the standard is framed as
imposing a conclusive presumption, a rebuttable presumption may be
rebuttable in name but conclusive in practice.!?

C. Actual Public Knowledge Standard

In between these two approaches is a third standard that some
courts have followed,!*> termed here the “actual public knowledge

knowledge standard, see supra Part II.A—a requirement that the recipient not already know the
communicated information. But it stretches the word considerably more to say that it does not
encompass revelations of material already a matter of public record.

101 The Supreme Court recognized this very point in Reporters Committee, where it sharply
distinguished between material that is “freely available” to the public and information that is
officially a matter of public record, but in reality a “practical obscurity.” U.S. Dep’t of Justice v.
Reporters Comm. for Freedom of the Press, 489 U.S. 749, 762-64 (1989); see also DOJ OVER-
VIEW, supra note 40, CONDITIONS OF DISCLOSURE TO THIRD PARTIES § (A), available at http:/
www.usdoj.gov/oip/1974condis.htm (noting that “one might argue that to say that no ‘disclosure’
occurs for previously published or public information is at least somewhat inconsistent with the
Supreme Court’s decision in [Reporters Committee]”). The Court’s later decision in U.S. Depart-
ment of Defense v. Federal Labor Relations Authority, 510 U.S. 487 (1994), further underscores
the point. Relying in part on Reporters Committee, the Court reiterated the importance of the
distinction between officially and genuinely public information: “An individual’s interest in con-
trolling the dissemination of information regarding personal matters does not dissolve simply
because that information may be available to the public in some form.” Id. at 500. Applying
that broad principle, the Court held that union members who declined to provide their home
addresses to their union had a substantial privacy interest in their addresses—sufficient to pre-
clude disclosure under the FOIA—even though that information could also be gathered from
public sources, including local phonebooks and voter registration lists. See id. at 500-01.

102 Plaintiffs may discover it almost impossible to prove a negative, i.e., to show that mat-
ters of public record were not widely known in a given community. To the extent that they can
do so, the approach may devolve into the actual recipient’s knowledge standard as the parties
struggle to demonstrate what specific members of the relevant public knew at what time.

103 This appears to be the approach most frequently employed by the District Court for the
District of Columbia, which is arguably the most important trial-level court in interpreting the
Privacy Act because § 552a(g)(5) makes the District of Columbia a universal venue for suits
under the Act. See DOJ OveErVIEW, supra note 40, Civi. ReEmeDpIEs § (F)(2)(2004), available at
http://www.usdoj.gov/oip/1974civrem.htm. For example, in the influential case of King v.
Califano, 471 F. Supp. 180 (D.D.C. 1979), decided less than five years after the statute was
enacted, the court observed that “although the Privacy Act does not define disclosure, the term
denotes the imparting of information . . . which was previously unknown to the person to whom
it [was] imparted,” id. at 181. Finding that the information at issue was already “publicly known
prior to the publication” that allegedly constituted the disclosure, the court concluded that no
disclosure had in fact taken place. /d. (emphasis added); cf. Scarborough v. Harvey, 493 F. Supp.
2d 1, 16 n.29 (D.D.C. 2007) (rejecting the defendant’s argument that no disclosure occurred
where the information was merely available to the public before the alleged disclosure). The
D.C. Circuit’s approach is somewhat less clear, but it appears to be generally consistent with this
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standard.” Courts following this approach look to the degree to which
the entire public was actually aware of the record’s contents before
the alleged disclosure.'* Instead of ignoring prior agency actions that
make a record publicly known or alternatively treating information’s
designation as a public record as dispositive, this middle approach fo-
cuses on the actual effectiveness of prior steps that resulted in in-
creased public awareness of the record.

By taking account of the practical effect that prior public aware-
ness of a record has on the harm of subsequent redisclosure, this ap-
proach strikes a more careful balance between giving prior public

framework. See, e.g., Hollis v. U.S. Dep’t of the Army, 856 F.2d 1541, 1545 (D.C. Cir. 1988); cf.
Pilon v. U.S. Dep’t of Justice, 73 F.3d 1111, 1123 n.10, 1124-26 (D.C. Cir. 1996) (finding a disclo-
sure took place, despite agency’s claims that the recipient had already come into contact with the
record, where the agency failed to offer evidence that the specific recipient “remembered and
could reconstruct the document’s material contents in detail at the time he received it,” but
noting that the case did “not present the question of whether an agency may . . . release a
document that has already been fully aired in the public domain through the press or some other
means”).

104 See, e.g., Barry v. U.S. Dep’t of Justice, 63 F. Supp. 2d 25, 27-28 (D.D.C. 1999). Atissue
in Barry was a report prepared by the Department of Justice resulting from an investigation of
several Immigration and Naturalization Service (“INS”) officials—including the plaintiff,
Barry—which accused the officials of intentionally misleading members of Congress. Id. at
26-27. Although it provided the report to a congressional subcommittee upon request, the De-
partment asked that the report not be released to the public because of the privacy interests of
persons, such as Barry, who were described in the report. Id. at 27. A member of the subcom-
mittee, however, relayed the report to the media, and soon several prominent newspapers ran
articles describing its contents, discussing at length the report’s description of Barry’s role. Id.
Ultimately, the subcommittee held a public hearing on the report, during which Barry’s involve-
ment was discussed in detail, and made the report itself publicly available prior to the hearing.
Id. Several days later, the Department published the report officially, and months later made it
available on its public Web site. Id. Barry then brought suit against the Department under the
Privacy Act, alleging that the Department’s posting of the report on the Internet constituted an
impermissible disclosure. See id. (A Privacy Act suit against Congress was barred because Con-
gress is not an “agency” covered by the Act. See 5 U.S.C. § 552a(a)(1) (incorporating the
FOIA'’s definition of “agency,” which does not include Congress)). The members of Congress
who directed the disclosure of Barry’s report, however, might be liable in an ordinary tort action.
Cf. Hutchinson v. Proxmire, 443 U.S. 111, 127-33 (1979) (holding that members of Congress can
be liable, notwithstanding the Speech or Debate Clause, for defamatory statements contained in
newsletters and press releases made available to the public).

The court thus faced the question of “whether an agency ‘discloses’ information by posting
it on the Internet when it is already public.” Barry, 63 F. Supp. 2d at 27. Rejecting the plaintiff’s
invitation to apply the actual recipient’s knowledge standard, but declining to give presumptive
weight to the fact that the report had already been made a public record, the court looked to the
degree to which the report had been aired in public. See id. at 27-28. Noting the aggregate
public exposure the report had received, see id. at 27 (describing prior disclosure through news-
paper accounts, public congressional hearings, and formal release by Congress), the court con-
cluded that the plaintiff no longer “had [a] protectable privacy interest in the Report at the time
of its posting on the Internet,” id. at 28. Absent a protectable privacy interest, the court con-
cluded that no disclosure took place, and thus the Act was not violated. See id.
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disclosure no effect and giving it conclusive force. But although it
avoids some of the problems encountered by the other approaches, it
encounters several pitfalls of its own. In addition to being difficult to
reconcile with the statute’s text, it requires the agency (ex ante) and
the parties and the court (ex post) to engage in a complicated, time-
consuming, and likely expensive inquiry into exactly how much of the
public knew of the disputed record’s contents at what time.!%
Moreover, this approach allows courts to consider the effect of
third parties’ actions in making a record more widely circulated. At a
certain level, this seems consistent with the principle articulated in
U.S. Department of Justice v. Reporters Committee for Freedom of the
Press that what is really at issue in FOIA and Privacy Act disclosure
cases is how prevalent knowledge of the record is among the general
public, however the public acquired that information.'® But at the
same time, this allows agencies to exploit what might be called a
“third party disclosure loophole.” Because it excludes from the defi-
nition of disclosure an agency’s actions that disseminate information
already widely circulated among the public, this middle approach cre-
ates an incentive for agencies to shield disclosures behind private third
parties’ actions.!?” Notably, these third parties are also likely to es-

105 The court’s task under this approach is even more difficult than under the first standard
considered: instead of evaluating the single individual recipient’s knowledge, the court must de-
termine public awareness, a more amorphous concept, which may require data and expertise not
easily at the court’s disposal. Even assuming, for example, that a court appointed an expert to
conduct appropriate survey research—and setting aside the enormous cost this might generate—
the court itself would still face several questions of line-drawing: What proportion of the public
must know of certain information for it to be “public”? What subset of the public should be
surveyed? How precise must their knowledge be?

106 Cf. U.S. Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749,
763 (1989) (noting that “the extent of the protection accorded a private right at common law
rested in part on the degree of dissemination” of the record).

107 For example, a government agency that desires to release a record to the public could
begin by releasing the record through channels that are officially public but practically obscure.
A private (or in some cases, even public) third party—such as a newspaper, see Barry, 63 F.
Supp. 2d at 27, or legal subscription service, see Doe v. U.S. Dep’t of Labor, 451 F. Supp. 2d 156,
161 (D.D.C. 2006)—perhaps even at the behest of the agency, might publish the record and
circulate it widely, dramatically increasing public awareness of its contents. Once the informa-
tion has been thoroughly aired through private channels, the agency can publish the record
openly without fear of violating the Act.

A poignant illustration is found in the facts of Doe. There, Doe’s ECAB decision was re-
leased at some time after its issuance to private third party publishers—who in turn posted it on
their Internet-based services—and was also published on the ECAB’s own Web site. See id.;
Defendants’ Motion to Dismiss or, in the Alternative, for Summary Judgment, Exhibit B at 3,
Doe, 451 F. Supp. 2d 156 (No. 05 Civ. 2449). After the court’s decision in Doe was issued, the
ECAB contended that it should not be required to remove or redact Doe’s decision from its own
Web site “[blecause Doe’s ECAB decision is available on commercial legal research services”
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cape liability.'® Although such collusive plots between agencies and
private parties may be uncommon,'® the crucial point is that this ap-
proach undercuts the Privacy Act’s core purpose by enabling govern-
ment agencies to disclose information solely because of third parties’
actions,'? effectively making citizens’ rights against government inva-
sions of privacy contingent on the conduct of private third parties.!'!

IIl. Redefining Disclosure for a Digital Age
A. A Proposal to Amend the Privacy Act

All three approaches courts have developed to deal with cases
involving disclosure of already-public information ultimately fall short

such as Westlaw. Defendants’ Show Cause Filing at 3-4, Doe, No. 05 Civ. 2449 (D.D.C. Sept. 29,
2006). This illustrates precisely the danger that the third party disclosure loophole presents. By
focusing instead on the agency’s prior acts in considering whether the information was already
public, courts can prevent agencies from hiding behind third parties’ actions.

108 In other words, not only would the agency escape liability under the Privacy Act—as it
had not engaged in disclosure—but so would the private third party, as the Act applies only to
the actions of government agencies, see 5 U.S.C. § 552a(a)(1), (b) (2006). Moreover, the private
third party would likely escape ordinary tort liability as well. Once the government agency
makes the record publicly available—even if it remains unpublicized and practically obscure—it
would presumably become a matter of public record, and the third party’s republication would
be immune from liability. See 2 RODNEY A. SMoLLA, LAw OF DEFAMATION § 10:44-48 (2d ed.
1999). Additionally, if the third party were a provider of an “interactive computer service” as
defined in 47 U.S.C. § 230(f)(2) (2000), then federal law might shield it from liability for repub-
lishing information provided directly by the government, see 47 U.S.C. § 230(c)(1), (e)(3).

109 One should not, however, underestimate the political incentives that might drive agen-
cies or their officials to seek to publicize information that would violate the Privacy Act. Indeed,
the notion that a government agency or official would seek to disclose sensitive information to
achieve political ends was at the heart of the prosecution’s motive theory in United States v.
Libby, 429 F. Supp. 2d 1, 4 (D.D.C. 2006). Moreover, when the individual whose sensitive per-
sonal information was revealed brought a Bivens suit seeking civil damages, the court dismissed
the action on the ground that the Privacy Act constitutes a “comprehensive statutory scheme”
that precludes such suits, noting in particular that the “plaintiffs could have stated colorable
Privacy Act claims based on some of the alleged disclosures.” Wilson v. Libby, 498 F. Supp. 2d
74, 87-88, 91 (D.D.C. 2007).

110 One might object that if the information already was made public by third parties, no
further harm can come from government disclosure. As discussed in Part IV.A, infra, however,
there are reasons that disclosure by the government even of information already publicly re-
vealed could cause additional harm.

111 An analogy might be drawn to the confidential communication privilege that exists be-
tween spouses. See, e.g., United States v. Montgomery, 384 F.3d 1050, 105657 (9th Cir. 2004)
(quoting Wolfle v. United States, 291 U.S. 7, 14 (1934)). Generally speaking, each spouse is a
holder of the privilege, and neither can forfeit the other’s right to invoke the privilege. See id. at
1057-58 (noting consensus of the circuits that both spouses, including the nontestifying spouse,
are holders of the privilege). If the independent third party disclosure loophole were permitted,
it would be parallel to allowing one spouse to waive the privilege held by the other because of
the actions of a third party outside the spousal relationship.
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because they fail to combine faithfulness to the statute’s text, struc-
ture, purpose, and policy with ease of practical administration. Per-
haps because none achieves all of these objectives, none commands a
clear majority of the lower federal courts. Both the divergence of ap-
proaches the courts have taken and the deficiencies of each standard
reveal the need for a statutory solution that resolves the underlying
ambiguity while comporting with the Privacy Act’s purpose and
structure.

To that end, this Note proposes that the Privacy Act be amended
by adding the following definition of “disclose” at 5 U.S.C.
§ 552a(a)(14):

(14) the term “disclose” means for an agency or an officer or

employee of an agency either—

(A) to disseminate, transfer, or communicate a record
or the contents of a record to any person who—

(1) is not an employee or official of the disclosing
agency authorized to have access to or know
the contents of a record, and

(2) did not, as a result of the agency’s prior action,
already have access to the record or have
knowledge of its contents; or,

(B) to take any action that makes a record or the con-
tents of a record substantially more accessible to
members of the public from the agency or its facili-
ties than it was previously accessible from the
agency or its facilities.

B. The Proposed Definition in Practice

The new provision offers not one but two definitions of “dis-
close.” Satisfying either is sufficient to prove that a disclosure took
place, but each definition will be useful in a different array of cases.!'?
The first definition, contained in subpart (A) and modeled on the ac-
tual recipient’s knowledge standard,''* is designed to address simple
cases of person-to-person disclosure. In a classic Privacy Act case, sat-
isfying subpart (A) will be relatively easy.!'* Although the plaintiff

112 Importantly, a court will not be forced to choose which definition to apply: if a plaintiff
can satisfy either one, a disclosure has occurred, and the Privacy Act’s prohibition on disclosure
is triggered. Additionally, nothing would prevent a plaintiff from pleading in the alternative and
arguing that both apply, as often would be true.

113 See supra Part IL.A.

114 For example, if A, an officer in the U.S. Department of Records, gives a record to B
that describes C, then a disclosure occurs unless B either is an officer or employee of A’s agency
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likely also would be able to satisfy subpart (B), the efficiency of plead-
ing and proving a disclosure under subpart (A) will make it unneces-
sary for the parties or the court to inquire into subpart (B).

The second definition, contained in subpart (B), is aimed at more
complex cases. On the one hand, if an agency has not previously done
anything to make a record publicly available, then nearly anything
that makes the record publicly accessible will amount to a disclosure
under subpart (B). This is true regardless of whether the information
contained in the records is already actually known by a large portion
of the public. On the other hand, if an agency has previously made a
record accessible to the 